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Abstract: At the moment, various types of paper documents, which carry vatious social and legal values
relative to the citizen presenting them (passport, driver’s license, etc.), are used to identify a person. In
the field of electronic document management, electronic digital signatures have been created and
implemented to transmit the generated document packages using network technologies. This paper
discusses the principle of an algorithm for protecting an identifying document using biometric data
without using third-party servers for both storing and processing information. The entire operation of
the system is focused on the transition from paper documents to the electronic (cloud) version without
loss of uniqueness and security with the possibility of multi-copying and use outside the work of data
transmission networks.
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MoaeAb aAropuT™Ma 3aIIUTHI IEPCOHAABHBIX AOKYyMEHTOB Ha OCHOBE OMOMETPHYECKUX
napamMeTposn

Awnnomayus: B nacrosinee Bpems AA MACHTU(PUKAIIME AUYHOCTH HCIOAB3YVIOTCA PA3AHYHBIE BUABI
OyMaKHBIX AOKYMEHTOB, KOTOPBIE HECYT PA3AHYHBIC COLHUAABHBIE U IIPABOBBIE LIEHHOCTH IIO
OTHOIIIEHUIO K IPAKAAHUHY, UX IPEABABAAIOIIEMY (IIACHOPT, BOAUTEABCKHE IIpaBa U T.A.). B obaactu
3AEKTPOHHOIO AOKYMEHTOODOPOTA OBIAU CO3AAHBI H BHEAPEHBI IAECKTPOHHEIE [II(DPOBBIE IIOAIIHCH AAA
IIEPEAAYH CTEHEPUPOBAHHBIX IIAKETOB AOKYMEHTOB C HCIOAB3OBAHHEM CETEBBIX TEXHOAOIHMIl. B crarpe
paccMaTpHBACTCA UPHHIIUII AATOPUTMA 3AIIUTH HACHTH(MHUIIIPYIOIIEIO AOKYMEHTA C UCIIOAB3OBAHHUEM
OHOMETPHYECKUX AAHHBIX O€3 HCIIOAB30BAHUA CTOPOHHUX CEPBEPOB KAK AAA XPAHEHHA, TAK U AAA
0b6pabotku nadopmarun. Bes paboTa cucreMsl OpHEHTHPOBAHA Ha IIEPEXOA OT OYMAKHBIX AOKYMEHTOB
K 9AEKTPOHHOMY (OOAQYHOMY) BAPHAHTY O€3 IOTEPH YHUKAABHOCTU U OE30IIACHOCTH C BO3MOMXKHOCTBIO

MHOTOKpaTHOFO KOHI/IpOBaHI/Iﬂ M MCITOAB30OBaHMA HCpCAa‘II/I AQHHDBIX BHC p2.6OTI)I CeTe.


https://creativecommons.org/licenses/by/4.0/

Karouesvie cr06a: ayrerTrdHKAIIUA, SACKTPOHHEIN AOKYMEHTOOOOPOT, BEPH(DUKALIUA, HACHTU(DUKALIHSA

AMYIHOCTH, 6I/IOMCTquCCI<I/IC HapaMeprI, HepCOHaAbeIC AAaHHBIC.

Introduction

At the moment, various types of paper documents, which carry various social and legal
values relative to the citizen presenting them (passport, driver’s license, etc.), are used to identify
a person. In the field of electronic document management, electronic digital sighatures have
been created and implemented to transmit the generated document packages using network
technologies.

Currently, many public and private services have started to use modern methods of
papetless processing and exchange of documents, which can significantly reduce the time spent
on processing documents, transactions and their exchange, as well as improve and reduce the
cost of preparing, delivering, recording and storing them. Digital signature for individuals is a
way to speed up and simplify interaction with government agencies, employers, etc.

At the same time, when switching to electronic document management, important
questions, i.e., the question of the authorship of the document, and, no less important, the
question of its authenticity and protection from changes, arise. The most convenient means of
protecting electronic documents from distortion, while allowing uniquely to identify the sender
of the message, is an electronic digital signature. The external expression of an electronic
signature has nothing in common with a handwritten signature, but the purpose of both types
of signatures is the same: document authentication (Kbachaturova, 20106).

Based on the described purpose, an electronic digital signature does not allow to identify a
person, which poses a new task to switch to an electronic document format that allows uniquely
to identify a person with the possibility of universal use with a full set of parameters that reduce
the number of documents used by a person to one without losing the functionality and
originality of the document.

To solve the problem of switching to a full-fledged electronic document flow in the field
of identification and authentication of an individual, it is necessary not only to determine the
initial parameters, the use of which will uniquely identify the person, the kind and type of
electronic document and the method of its storage but also to determine the method of
cryptographic protection of this document using the basic principles and theoretical basis of
this document flow.

To authenticate an individual using an electronic document, it is necessary to include an area
in the document that stores information about the biometric parameters of the individual. This
article considers a distributed point record of data in the entire volume of an electronic
document, the storage coordinates of which will be determined using a unique encryption
algorithm determined and calculated from scanned biometric data, thereby reducing the
probability of errors when reading the document, data falsification, and the possibility of
dynamic changes in the document itself and the variability of its use (Bokareva, 2020).

The results of the study



Nowadays, the interest of specialists in the field of information security, in particular,
protection of electronic documents from forgery, focuses on the development of cryptography
methods based on the use of deterministic-chaotic processes more and more often (Dovgalet al.,
20045 Dovgal & Zacharoy, 2008). This class of processes is characterized by instability, which
results in non-repeatability of the values of elements in a sequence of numbers with a
representative bit grid. So-called nonlinear mappings depending on their dimensionality are used
as generators of chaotic deterministic processes. For example, the values of all variables (twos,
threes, etc.) are not repeated in two-dimensional and three-dimensional maps (Parker & Zhua,
1987; Thompson, 1985).

If the initial display values are unknown, the attacker must perform a complete search of
all irrational numbers, as well as all numbers obtained using the generators of deterministic-
chaotic process, which significantly increases the cryptographic strength of the proposed
methods (Gordienko et al., 2018).

Currently, there is an active introduction and use of electronic digital signatures to transfer
documents between various public and private entities. When signing electronic documents, a
digital signature ensures authenticity, i.e., makes it possible to check the document for integrity
and originality. Integrity, in turn, consists of the fact that the content of information in the
document cannot be modified by an unauthorized user. The signature is generated by a
cryptographic operation, for which the document and private key are presented. This key should
only be known to the person signing the document. To verify the document, a public (test) key,
which can be known to everyone, is used. Nobody can get a private key from this public key. A
test, in turn, is a cryptographic operation, for which a document and a test key are provided
(Bakhimova et al., 2016).

These methods are widely used, and the stability of the algorithms has been proven both
theoretically and over the entire period of use. However, these algorithms are not applicable for
solving the tasks due to some factors: the need for fully autonomous operation of the system,
which eliminates the possibility of any outside resources, cloud storage of document and the
requirement of unambiguous identification.

Using biometric parameters as both a key and a method of cryptographic protection is the
best option to solve this problem. If the read biometric data are presented in the form of a
coordinate grid, then the process of document verification and identity authentication can be
organized through a predefined function for changing the characteristics (digital code) of a point,
defined by the coordinate grid of biometric parameters (hereinafter — the change map).
Accordingly, when reading biometric parameters, we get:

e a map of changes (coordinates of points that need to be modified for verification and
authentication),

e akey to the point change algorithm,

e alow probability of failures of the 1st and 2nd types.

Due to the absence of the need to request and transfer any data to other devices and servers,
the system is completely autonomous and allows to reduce the time and cost of using it, which
in some cases is extremely important.

Although the retinal identification algorithm was proposed, developed and proved to be

unique for each person, its use in practice was significantly difficult due to the high (until



recently) cost of the necessary equipment and special scanning conditions, which could give
erroneous data with a reading error. However, with the development of technology, especially
in the field of mobile devices in terms of technical parameters and the expansion of mobile
applications, retinal scanning has moved to a new level and is available to be used almost
everyone, who has a smartphone at their disposal. Naturally, applications and technical
capabilities affect the quality and level of detail of the scanned image (data), and the use of the
simplest applications, which are available to each user, does not provide the ability to operate
with the necessary amount of data to identify a person in the framework of the task but provides
prerequisites for the development of less expensive devices and software for full-fledged
scanning of biometric parameters of a person to organize subsequent work with the read data
in the framework of the task.

The proposed algorithm for data encryption in an electronic identification document can
be schematically represented as an interacting system consisting of three matrices and a method
(relationship) for data modification (transformation) when writing or reading them from the
final file. The first matrix represents the original data of the person that has to be saved in an
electronic document in a secure form. The second matrix is a map of changes (read biometric
data of a person, converted into the necessary form for work). The third matrix is the file itself,
in which the changed points (data) from the first matrix will be ‘appended’ using data from the
second matrix (namely, the coordinates of the change, the change itself, and the encryption
method).

When decrypting data from a file containing an electronic document, the use of biometric
data other than the original data of the identified person will lead to erroneous (not readable by
humans) data, which in turn will make it impossible to identify the person under other
documents, since significant data is read from the map of changes (agreed with it) — the
formation of the original document file will be impossible without distortion and loss.

To create the first matrix, data from the scanned retina of the eye is used. This article
considers reading the intersections of blood vessels located on the retina. Before starting the
scan, a specialist needs to determine whether the eye is alive. When tracking the movement of
the eyeball, it is suggested to take two characteristics of the eye. The first is fixing the eye on a
specific point on the display. The second is the moment when the eyeball moves when moving
the view from one point to another. The program evaluates the data obtained and determines
unique characteristics for each case, i.e., for each person including the work of the eyeball
muscles. The second characteristic is used only in industrial versions for special purposes and
uses an expensive solution — the so-called Solvers, which help to determine the coincidence of
characteristics in an acceptable time of 3-5 seconds. Using a smartphone with a camera
attachment and the Peck software application, the procedure for removing the retinal picture is
performed. Through the Wiegand data transfer interface and APl functions of the application,
information from the retinal image is transferred to a database or temporary file, where data is
read and processed (Givoino & Rostovtser, 20106).

To date, there are two newly developed algorithms to segment blood vessels:
e amethod based on the use of a median filter,

e amethod based on the use of a seties of Gabor filtets.

The results of testing these algorithms on two retinal databases demonstrate the possibility
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to use the first one for biometric authentication systems. The second method requires large
computational costs, so it is not suitable for biometric authentication systems in the framework
of the problem under consideration (Nafikoy, 20176).

However, at the moment, the most stable algorithm with minimal errors of the first and
second level (based on testing and practical experiments) is the algorithm based on the search
for branching points. This algorithm searches for branching points in the blood vessel system.
At the same time, it is more specialized in finding bifurcation and intersection points and much
more resistant to noise, but it can only work on binary images. To search for points, segmented
vessels are compressed to the thickness of one pixel. Thus, each point of the vessels can be
classified by the number of neighbours. This algorithm requires much less computational
resources compared to the algorithm based on the phase correlation method. In addition, there
are opportunities for its complication to minimize the probability of hacking the system
(Authentication via the retina of the eye).

Genetic factors do not actually determine the composition of the blood vessel’s structure
(the intersection of which creates the desired second matrix) on the human retina. In other
words, the structure of the retina (the location of blood vessels) is not reflected in the human
DNA and, accordingly, is not an inherited trait, which significantly affects the stability of the
algorithm to erroneous access. Up to 400 unique features, from which a map of changes is
created according to a given algorithm (or a second matrix for transforming the data of the first
matrix into a third one), can be obtained from the retina. The size of the stored information
about these unique features is only 96 bytes and is considered the smallest biometric template,
which, in turn, allows to minimize the cost of resources (including computational and time), but
is not suitable to create and implement the data transformation algorithm of the first matrix due
to the critically small size and inconsistency with the selected algorithm for crossing blood
vessels, but makes it possible to assess the degree of value of the processed information.

The small size of the primary change map to implement the original transformation of the
first matrix into the third allows strengthening the algorithm without significant loss of
resources. There are two ways to work with the change map: using the change map recursively
or with an additional transformation algorithm. Both methods internally have the format of
changing the original second matrix in one way or another and can be used simultaneously to
strengthen the protection of an electronic document and reduce the probability of erroneous
access and authentication of a person.

When developing and implementing an enhanced algorithm to read the intersections of
blood vessels in the retina, it is necessary to take into account both the speed of the system to
process the algorithm as a whole and use autonomous data exclusively, i.e., to use keys or
encryption methods on a third-party resource in this task is not possible and contradicts the very
principle of creating an autonomous electronic document to identify a person.

The use of this algorithm for recording identification and information data about a person
is optimal to use an additional function, namely, modifying an existing file (e.g,, an existing
graphic image) with the introduction of data from the third (already transformed) matrix using
the second matrix as a map of changes. This leads to additional requirements for the storage
files used, such as document size, readability and use on various platforms and operating systems

without loss of quality, the ability to cloud storage and storage in the memory of any technical



device.

This algorithm allows not only to create a secure electronic document for identifying and
authenticating a person but also to modify the form of storing any document that requires data
concealment. For example, if a file is needed to encrypt, it can be placed inside any user-friendly
image as described above and stored in the public domain, provided that only the user knows,
which graphic image contains the desired file, and can decrypt it unambiguously way according

to their biometric parameters.

Conclusion
In conclusion, it should be noted that the proposed concept, in contrast to existing
solutions, allows creating a fundamentally new way to both use and store identity documents
based on biometric parameters, which, in turn, significantly reduces the risks of erroneous
verification, errors in access rights and identification, economic and other resource costs to use
identification documents, it makes possible a full-fledged transition from plural of different types

certifying and confirming social and legal rights of a citizen to a single electronic document.
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