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Monitoring of cyber incidents of cloud services and protection of digital
communication channels

Abstract: This article is dedicated to cloud services and modern possibilities of protection of digital
communication channels. Today, usage of cloud technologies is steadily increasing both in business and
in everyday life. Saving and processing of large amounts of information in a virtual environment is
accomplished through the hardware and software, as well as communication channels of the provider.
Fast access and reliable protection of personal data is an important part of the basic requirements of work
with modern smart technologies. The purpose of the research is the analysis and monitoring of security
in the cloud services. In the course of the research to achieve the set goal were used the following
methods: methods of comparison, statistical and graphical analysis. In the article were used the previous
scientific research works of various authors, as well as the periodic ranking surveys of popular world
economic agencies and forums. The authors concluded that the most effective is the passwordless login
technology, which supports authentication based on certificates, ensures secure storage and management
of certificates, which are linked to the user and a specific device.
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MomniTopuHr KiOepiHIIMHAEHTIB XMAPHUX CEPBICiB Ta 3aXUCT MU(PPOBUX KAHAAIB
3B’A3KY

Apmnomayin: Crarra HpuCBAYEeHA XMAPHUM CEPBICAM Ta CYYACHHM MOMKAHBOCTAM 3aXHCTy IHQPOBUX
KaHaAlB 3B’A3Ky. 3aCTOCYBAaHHA XMAPHHUX TEXHOAOIN Ha CHOTOAHIIIHINA AEHB HOCTIHHO 3pOCTa€ fAK y
OisHecl Tak 1 y IOBCAKAGHHOMY »kHTIl. 30epeKeHHA Ta OOpoOKa BeAHKHX oOcAriB iHdopmarii y
BIPTYaABPHOMY CEPEAOBHIII CTBOPIOETHCHA 13 3aCTOCYBAHHAM AIIAPATHHX 3aCODIB, IIPOIPAMHOIO
3a0e3IIeYeHHS Ta KAHAAIB 3B 3Ky IpoBariaepa. [[IBuaxknil AOCTYI Ta HAAIRHNI 3aXHCT IEPCOHAABHUX
AQHHX € BAKAUBOIO CKAGAOBOIO ITIOAO OCHOBHHX BUMOT POOOTH i3 CYIaCHHUME XMAPHUMH TEXHOAOTIAMI.
MeTOI0 AOCAIAKCHHSA € aHAAI3 T4 MOHITOPHHTI 3a0€3II€YCHHA OE3IICKM Y XMApHHUX cepBicax. Y XOAl
AOCAIAKEHHSA AASL AOCATHEHHS IIOCTABACHOI METH 3aCTOCOBYBAAUCH METOAN IIOPIBHAHHSA, CTATHCTIYIHOIO
Ta rpadpi4HOro aHaAizy. ¥ AOCAIAKEHHI 3aCTOCOBAHO IIOIIEPEAHI HAYKOBI IIparll aBTOPIB, IEPIOAMYHI
PEHTHHIOBI AOCAIAKEHHSA IOIYAAPHHX CBITOBUX €KOHOMIYHHX areHIH Ta popymis. ABTOpH AIAIIAK
BHCHOBKY, IIO TEXHOAOIS OE3IIAPOABHOIO BXOAY, fKa IHATPHMYE aBTEHTH(IKAIUIO Ha OCHOBI
ceprudikaris, 3abesmedye OeslredgHe 30epiraHHA Ta KepyBaHHA cepTH(IKaTaMu, fKi IPHUB’fA3aHI AO
KOPHCTYBAaYa Ta KOHKPETHOTO IIPUCTPOIO, € HAHOIABII e(DEKTUBHOIO.

Karwuosi cr06a: xvapHi TeXHOAOTI, 3aXHCT IHEPCOHAABHUX AAHHUX, TIOPHAHNUI XMAPHHH MOHITOPHHI,
IIIaxXPaichKi 3amucy, KibeprmaxpaicTBo, KOH(IAeHIITHA iHGOpMAILTs.
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Bceryn

B Temnepimniit vac, 3 HPUXOAOM ITaHAEMIl Ta B KOHTEKCTI OOHMOBHX All, B Harmiii kpaini

AKTYaAPHHM CTaAO 3aCTOCYBAHHA XMAPHHUX TEXHOAOTIH AAfl CIIABHOIO BHUKOPHCTAHHSA 1
30epexenHs iH(OpMAril.

[[Mopiune 3pocTaHHA AIAKHTAAIZALI § CBiTI Ta HEOOXIAHICTH POOOTH 13 IHHOBAIUNHHME
TEXHOAOTIAIMU, IIPU3BOAUTH AO BCEOIYHOIO IPOABY €KOHOMIYHOI 3AOYHMHHOCTI, aKTYaABHICTb 1
HEOOXIAHICTD fIKOI € B&XKAUBOIO AAf IPYHTOBHUX HAYKOBHUX AOCAIAKEHB IITOAO 3a0e3IIedeHHs
HAAITHOTO 3aXHCTy IIEPCOHAABHHX AAHUX V XMApHHUX CEpBICaX Ta 3MEHIIEHHA pPiBHA
IIOCTPAKAAAUX BiA PISHOMAHITHUX EKOHOMIYHHX 3AOYHHIB. 3pOCTaHHA KiOEP3AOUMHHOCTI,
IIAXPaiiCTBA Ta IHINMUX CKOHOMIYHUX 3AOYMHIB, ITOB'I3aHO 3 PHU3MKAMH T4 3arPO3aMU B yCixX
cepax KUTTEAIIABHOCTI OCOOMCTOCTI.

MeToro AAHOTO AOCAIAKEHHSA € aHAAI3 Ta MOHITOPHHI 320€3II€YeHHA OE3IEKH § XMAPHHIX
cepBicax. AAA  AOCATHEHHA IIOCTABAGHOI MeTH OyAO IIPOAaHAAI30BAHO — PEHTHHIU
HAHIIONYAAPHIIIAX ITOCAYT XMAPHOIO XOCTHHIY, BHABACHO OOAIKOBI 3aIIMCH 13 HaFOIABIIOIO
KIABKICTIO €KOHOMIYHHX 3AOYHHIB, IO IPU3BEAU AO (PIHAHCOBHUX BTPAT MailKe TPETHHY
KOMITAHIN Ta OPraHi3aIiil B YKpaiHi Ta CBITi.

3pocraHHA EKOHOMIYHUX 3AOYHHIB, IaxXpaiicrBa Ta KiOepaTak BiAOyBarOTbCA dUepes
CTPIMKHI PO3BHTOK HOBITHIX TEXHOAOLIH Ta IIUPPOBOI EKOHOMIKH, B AIKY IIOTAHHYAH yCi cdepu
AIIABHOCTI B YyCBOMY CBITI.

3acTOCYBAHHA METOAIB IOPIBHAHHSA, CTATUCTUYHOIO Ta TIPadidHOIO aHAAIZy AAAO

MOKAHUBICTD AOCAIAWTH Tpary BiranusHAHUX (Rybalhenko et al., 2021a; Rybalchenko et al., 20210,
Rubalchenko & Ryzhkov, 2019; Rubalchenko & Kosychenko, 2019) ta 3apyOixaux HaykoBIiB (Less



than 20% of IT pros have complete access to critical data in public clonds, 2019; How do you protect digital
channels from cyber threats?, 2018; For some cloud services more than 75% of accounts are utilized by hackers,
2018; Hayionansnuii indexe xivepoesnexu, 20205 Global Cybersecurity Outlook 2022), cBiTOBI peHATHHIOB1
areHIri AASl BIPOBAAKEHHS CyIaCHUX TEXHOAOLIH IITOAO 320€3IICUEHHS IIOCTIHHOTO 3aXHCTY Ta

MOHITOPHHIY 3aAAfl IIPOTUAL €KOHOMIYHUM 3AOYMHAM, IIIAXPAHCTBY T2 KIOEP3AOYMHHOCTI.

OcHoBHA yacTuHA

CkAapHICTP XMap 3pOCTa€ 3 KOMKHHM POKOM, a TIOPHAHA XMmapa CTaAa HOBOIO
H@pacTpyKTyporo. X0o4a BIpTyaAbHI MAIITMHU 3AAUIIAIOTHCA HAUITOIINPEHIIITIM CEPEAOBUIIIEM
xMapHHX obOuncaens (83%), konreitnepu (37%), 6e3 cepsepiB (28%) Ta cepsicHi citku (21%)
HAOHPAIOTh IONYAAPHICTb. [i0OpmAHI Ta OaraToXMapHi ITIAXOAH 3apa3 CKAAAAIOTH OIAbIIE
TpernHH ycix koHdirypartii (77%).

I3 3pocrammam ckaapHOCTI XMapHO! 1HMpPACTPYKTypH, O€3IeKa CTa€ CIIABHOIO
BiartoBiaaabHiCTIO DevOps (development & operations - e METOAOAOTIA aBTOMATH3ALI
TEXHOAOITYHUX IIPOLECIB 300py Ta BIIPOBAAKEHHA IIPOrpaMHOIO 3abesredenHsd). Menrre
ITOAOBHHH OpraHi3ariiii (45%) 3apa3 MaroTh CIIEIiaAbHY IPYITY OE3IIECKH, BIAIIOBIAAABHY 32 XMAPY,
a 35% ycix opranizariii 3apa3 BUKOPUCTOBYIOTH 200 KoMaHAY DevOps, abo crierniaAbHy KOMaHAY
DevSecOps (po3poOka, excriayararis 1a 6e3nexa) Aad oesrieku (Lrwocmpayia 1).

Hespaxaroun Ha Aefiki mpoOAeMu Oesriekn, OIABIICTD (57%) GescepBepHUX KOPHUCTYBAUIB
Hapa3i BUKOPUCTOBYIOTh HOIO fAK Y BHPOOHMIITBI, Tak 1 B HIporeci po3podku. biapmricts, fxi
3apa3 BUKOPHUCTOBYIOTh O€3CEPBEPHI IIPOrPAMH, MAIOTh BUCOKUN CTYIIIHB BIIEBHEHOCT] y HOroO
Oesmert, TOAl Ak TperuHa (32%0) BHCAOBAFOFOTH HEBIIEBHEHICTD Y OE3IIEI CBOTO CEPEAOBHIIIA.
(Larocmpayia 2)

Ckaaa ribpuanoi xmapu crionykae komaHAu DevSecOps mrykarn OiAbIIe iHCTPYMEHTIB AAS
3aXHCTy CBOIX posmnoaireHnx cepeaosumr. [lomaa 75% odikyroTh 30IABIIEHHA KIABKOCTI
IHCTPYMEHTIB, IO BUKOPHUCTOBYFOTHCS, IIPOTATOM HACTYITHUX ABAHAAIIATH MICAIIB, IIPH IIEOMY
HIXTO HE O4IKy€ BIAMOBHU BiA BUKOPUCTAHHSA OYAB-AKAX IHCTPyMEHTIB. TpeTrHa oprauisariii, 1mo
3BITYIOTb, BUKOPHCTOBYIOTH OIABIIIC IUATH IHCTPYMEHTIB AAfl Oesreku xmap. Ilommpenss
XMApPHHUX 3aCO0IB OE3IIEKH 3aAMINAE INAIIPUEMCTBO BPa3AMBHM, IO BKA3y€ Ha HEOOXIAHICTBH
IHTEAEKTyaABHOI ~ aBTOMaTH3aIii IoAlTuku.  biapme moaosmam  (60%)  opramisamiit
ITOKAAAAFOTBCA HA PYYHI KOHQIryparii IMOAITHK Oe3IeKHd CBOIX IIpOrpam, TOAl fiKk Mafixe BCi
opramuizarii (90%) MokAaAarOTBCA Ha KIABKOX OCIO AAfl HAAAIIITYBAHHA T4 BCTAHOBACHHS ITPABUA
ITOAITHKH.

L1s BIACYTHICTE HAOYHOCTI MOKe IIPU3BECTH AO IIOTAHOI IIPOAYKTUBHOCTI AOAQTKIB, BTPATH
AAQHHUX KAIEHTIB Ta HEBU3HAYECHHX 3aIrPO3 OE3IIEI], IO BCE MOMKE MATH CEPHO3HI HACAIAKH AAA
3araAbHOIO YCIIXy Oi3Hecy B opramizariii. I'poMaAchkuii Ta TiOpHAHHE XMAPHHH MOHITOPIHI
Ma€ HOTYKHOCTI ITIOAO BIACTEKEHHA TPAAUIIINHIX IIEHTPIB OOPOOKH AAHUX.

OnmryBaHHA 30CEPEAKYBAAOCA Ha IPOOAEMAX, 3 AKHUMH CTHKAETHCA MOHITOPHHI
IyOAIYHUX TA IPUBATHUX XMap, 4 TAKOK AOKAABHUX IIEHTPIB OOpOOKH AaHmx. AaHi, BUABACHI
IT-crrertiaaicramMu, IIOKA3aAHd, IO XMapHI IIPOBAaHAEpH He 320€3II€YyIOTh HEOOXIAHOIO PIBHA
BHAUMOCTI:
®  CepEAOBHINA 3aTAABHOAOCTYIIHUX XMap BaKKO KOHTpoAroatm: menie 20% IT-daxisiiis

HOBiAOMI/IAI/I, IO BOHHM MaAH HOBHHfI, CBOECYACHUM AOCTVII  AO aKeTiB AaHUX Y



3aTaABHOAOCTYITHHX XMapax. Y IPUBATHUX XMapaX CHTyarif kpara: 55% ITOBIAOMAAIOTB

IIPO HAACKHHH AOCTYIL. Y AOKAABHUX IIEHTPaxX OOpoOKm AaHEX 82% MaroTe HEOOXIAHY

BHAHUMICTB;
®  BHAUMICTP Ha pIBHI IIaKeTiB Ma€ BHpIIIAABHE 3HAYEHHA AAA MOHITOpHHTY: 86%

PECIIOHACHTIB 3a3HAYMAH, IO BUAUMICTD BAKAUBA AAA MOHITOPHUHIY IIPOAYKTHBHOCTI

Mepeski Ta AOAATKIB, a 93%0 3aBHAM, 110 BOHA BAKAUBA AAA Oesrieku (Lrwocmpayia 3).

Pirmrenns AASl BEAMMOCT] HOKPAIIYFOTh MOHITOPHHT, YIIPABAIHHA IIPOAYKTHBHICTIO MEPEKi
Ta Oesmeky. Maitike Bci pecrioaeHTH (99%) BHABHAM IpAMUI 3B’A30K MDK 3araAbHOIO
BHAHMICTIO MepesKi Ta MiHHICTIO Oi3Hecy. [IporonoBano Tpu HalKpaIll mepeBaru BUAUMOCTI:
1) momiTOpHHTI Ta 3a0e3IIedeHHA IPOAYKTHBHOCTI mporpamu (60%0);

2)  yBivmkuenns iaenTudikarii 3arposu (59%);
3) BU3HAYECHHA «IIOKA3HHKIB KOMIIpomicy» Oesreku (57%).

OnuTyBaHHA TAKOK IIOKA32A0, IIIO BUAUMICTD Ma€ BUPIITAABHE 3HAYCHHA AAA MOHITOPHHIY
IIPOAYKTHBHOCT] XMap, a TaKOK IEPEBIPKU IIPOAYKTHBHOCTI AOAATKIB AO PO3TOPTAHHA XMapH.
[TepeaDadenHs IIPOAYKTUBHOCTI — KAFOYOBHN BHKAHK, 87% KOPHCTYBAadiB XMAapH BaKKO
IepeAdDAaYNTH IIPOAYKTUBHICTD AOAATKIB Vv xmapi (Less than 20% of I'1" pros have complete access to
critical data in public clonds, 2019).

3apa3 opranizarii akKTHBHO 00 €AHYIOTBCH, IIIO AO3BOASAE IM 30epIraTy BEAUKI OOCATH AAHIX
1 AOAQTKIB 3 OIABIII BHCOKOIO OE3BIAMOBHOIO POOOTOIO T4 13 3HIKEHHAM BHTPAT.

OAHI€IO 3 HANHOIABII IIOMITHHX IIPOOAEM € YIIPaBAIHHA OCOOHCTUMH AAHHMU Ta
aBTOpH3aIliA. 3 IIOYATKYy XMAPHUX OOYHCACHD METOAU aBTOPHU3ALIl B XMApl IIEPETBOPUANCH HA
HOBI MOAEAIL, fIKI BU3HAIOTh OE3AIY PISHOMAHITHHX IIOCAVT, fIKI TEIEp OO’€AHYIOTHCH, IIIOO
cchopmyBaTH MEPEIKY KOMITAHIL.

LIi mAXOAM BPaXOBYIOTB 3POCTAIOYY KIABKICTH CAIIIAX MICI[b O€3IIEKH Ta CAAOKHX MICITh Y
XMaPHOMY CEPEAOBHIIL. 3aMiCTh TOTO, IIOO 3’€AHYBATHCH APOTOM Y MEKAX KOPIIOPATHBHOL
Mepe:Ki, OIABIIICTD IIUX HOBUX IIOCAYT BIAKPHTI AAfl [HTEpHETY, POSIINPIOIOYN IIOBEPXHIO ATAKH
1H@PACTPYKTYPH KOMIIAHII.

HaBeaeMO ISITh KAFOYOBHX ITOALH, AKI CAIA PO3TASHYTH AAA VIIPABAIHHA aBTOPH3AIIEIO B

XMapl.

Llenmpanizosare ynpas.airnsg ma posnodineri nocayeu

V TpaAuIifHOMY AOKaABHOMY CEPEAOBHINI BCIX KOPHCTYBAdiB 3a3BHYall OOCAYrOByBaB
EAHMHHH CcepBep, AKHH OOCAYTOBYBaB OM KOMKHY IIPOrpamy, HE3aAEHKHO BIA TOrO, HAAABATU YU
3a00POHATH AOCTYIL. Y XMapHOMY CEPEAOBHITI KOKHA CAYKOa Ma€ CBiif BAACHUIT HAaOIp AO3BOAIB
Ta iAeHTHMIKAIIAHIX AAHUX, 2 TAKOK BAACHUH MEXaHI3M aBTopH3aril Ta apreHTudIKarii AAT ix
IIATPUMKH T2 3aCTOCYBaHHA. lle 3HAYHO YCKAAAHIOE HAAAIITYBAHHA Ta BIAKPHBAE HHU3KY

Hpo6AeM IIOMHAOK KOHcpirypauii', IO TIPU3BOAUTH AO XMAPHHUX ATaK.

Iocayeu 3 asmopusayii

AAf TOrO, 10O KEpyBaTH KOPHUCTyBAYaMU HAa EAMHII ITAAT(OPMI, BUKOPHCTOBYETHCA OAHA
30BHIIIHA CAyxKOa apropusarii. Bu Hapaere 0OAIKOBI AaHI cAyxKOHM aBTOpH3aIii 0OAIKOBOMY
3AIIHCY, K MOKE CTBOPIOBATU THMYACOBI POAL 200 KepyBaTH BAIITUMI OOAIKOBHMH 3aITHCAMH

B OAHOMY XMapHOMy CCpBiCi, AKHMM BH KOpI/ICTy€TCCb. SaBAﬂKI/I TbOMY KOpI/ICTYBa‘IiB MOXHaA



BU3HAYUTH HA OAHINA HAATOPMI, aAe IOCTAYAABHHUKY IACHTH(IKAIIHIX AAHUX IOTPIOHO
AOBIPATH, IIOO BIH HE BUKOHYBAB IIKIAAUBHX Allf, 4 KOAH II€ CTAHETBCA, MOXKE OYTH BaiKde
BIACTEKUTH, 3BIAKH Il All BUHUKAM.

Meroau xmapHOi aBropumsarii pisai, BkArogarodn MAC — Ae KOKEH AOAATOK BOAOAIE
IHAHBIAyaABHEME AO3BOAaMH AOCTyIy, DAC — Ae KOKEH AOAATOK 3aIIUTYE AO3BOAU BIA
30BHIIIHBOI mporpamu A03BoAIB, RBAC — Ae cAyx0a aBTOpH3aLil BOAOAIE POAAMHI 3 PISHHMI
mpuBiAeaMu y xmapHiil cayx0i Ta ABAC — ae aoctymr Oasyerpcss Ha aTpuOyTax Ta IMOAiTHI

3aIIUTY.

Crmamucnudnutl ananis Kioepinyunoenmie XmapHux cepeicie

AAf AedKHX XMapHHX cepBiciB Oiabrre 75% OOAIKOBHX 3aIIHCIB BHKOPHCTOBYIOTBHCA
xakepamu. AocaiaAHnkn BusBHAH, o 21,57% BIACOTKIB OOAIKOBHX 3aIIHCIB, IIIO ITOXOAATH i3
AlartasoniB IP-aapec xmapHOro cepsicy, € maxparicbkumu. [IIKiAAIBI OOAIKOBI 3amIuCH y BiciM
pasiB yacrilie BUHHKAIOTh Y€PE3 XMAPHI CepBicH, HUK 3BUYalHI KopucTyBa4l. Hacripasai, Aesxi
XMapHI CAYKOH Ta IIEHTPU OOPOOKH AAHUX MOKYTh MaTH OiAbIIe 75% mIaxpaiicbKux 0OOAIKOBHX
sartucis (Lzwocmpayia 4).

3BiT moAO iHAeKcy mmaxparicta DataVisor 3a 2 kBapraa 2021 poky — 1e mokBapTasbHa
OIIHKA THIIB Ta METOAIB ITaxpaiicTsa B IHTepHeTi Ha coniaapHUX 1mAaTdopmax Ta HhiHAHCOBUX
cAyx0ax. [Torounuii 3BiT Bukopucrosye indopmariiro, 3i0pany DataVisor y mepioa 3 KBiTHA 110
ugepsenb 2020 poky, anaaizyroun 1,1 MiABApAA aKTHBHUX OOAIKOBHX 3aITHCIB KOPHCTyBadiB, 1,5
MAH. AOMeHIB eAekTporHO! rorrra, 231000 tumiB mpuctpoiB ta 562 mpoBafiAepiB XMapHOTO
XOCTHHIY Ta IICHTPIB OOPOOKH AAHHUX, CEPEA IHIITNX ITOKA3HUKIB.

Aobpe mpoaymMaHa Ta KEpOBaHA IIPUCYTHICTH y COLIAABHUX MEPEKAX € OOOB’A3KOBOIO
YMOBOIO AAf OIABITIOCTI KOMIIAHIH Ta IXHBOI POOOYOI CHAM, aA€ HAATO MaAO 3 HHX
3AMHCAFOIOTHCA ITPO ITOTEHIIIIHI HACAIAKH aTaKd, CIIPAMOBAHOI Ha Hel.

ComiaabpHI MeAla BCe 9acCTiIlie CIIPUHMAIOTHCS AK HOAE OUTBH, 3a0e3Iedyroun HAaTpopmy
AAA CKAQAHHX KAMIIAaHIA BIIAUBY, fIKI IIPOBOAATBCA HAIIOHAABHUME Acpxxasamu (Ipan Ta iHrmi),
PISHIMH XaKEPCHKUMH TIPYIIAMH, ITIOO AOHECTH CBO€ ITOBIAOMACHHA Ta PEKAAMYBATH CBOI
IIOCAYTH, a 3AOBMHCHHKM IIPATHYTh OOAYPHTH IHIIHX KOPHCTYBadiB PO3AVUHUTHCA 3
KOHMIACHITIITHOO IH(OPMAITiEIO 200 KPUIITOBAAIOTOFO.

®irrepu BuAarOTH ceOe 3a BeAnki Opuranchki Oankn y Twitter. Kaientn Gankis Beanxoi
bpurawnii crarors mireHHrO (irepis, AKi BUAAFOTB ceOe 32 OOAIKOBHI 3aITIC CAYKOH INATPHUMKI
kaientis Oankis y Twitter (Less than 20% of I'T" pros have complete access to critical data in public clonds,
2079). ®imepu BUOUPAIOTh BapiaHTH HA3BH 3aKOHHHX OOAIKOBHX 3aIIHICIB 1 IIOBTOPIOIOTH iX
3OBHIIIHIN BHUIAfIA, 2 TAKOXK BBOAATHCHA, KOAH KOPHCTYBaY CTABUTH 3AIIUTAHHA AO 3aKOHHOTO
00AiKOBOTO 3ammcy. AAfl TPUKAAAY: IHApOOAeHHIT obAikoBuil 3armmc — (@BarclaysUKHelp,
sakoHHUI — (@BarclaysHelp UK.

dirrrep, 1110 KOMIIAEKTYE IMAPOOACHUIT PAXyHOK, BIAIIOBIAAE Ta HAIIPABAAE KOPUCTYBaYa Ha
pIITHHT-CcalT, AKHUI AY/KE HATAAYE BAACHY CTOPIHKY BXOAY OanKy. KopucryBadi, ki BBOAATH CBOI
00AIKOBI AaHl B IHTEpHET-OAHKIHIY HA IIeH INAPOOACHHH CaiT, (DAKTHIHO IEPEAAIOTH CBOI AaHi
maxpasM. IHOAL mraxpaficTBO He 3aKIHYYETHCA, 1 KEPTB IIPOCATH BBECTH AOAATKOBY OCOOHCTY Ta
inancoy indopmariiro. Ilisuinre g indopmaria OyAe BUKOPHUCTOBYBATUCSH IAXPAaAMU AAA

OOXOAY 3aXOAIB Oe3IIeKH OaHKIB Ta AOCTYIIY AO PAXYHKY KEPTB.



KopucryBagam 9acTo KaxyTh, IO CAIA OCTepiraTuca HebaxaHuX HoBIAOMAEHD. Lleit meToa
lrruHry € BHCOKOeEKTHBHIM, OCKIABKI KOPHCTYBAY BiKE OUIKYE BIAIIOBIAL BiA akayHTa OAHKY
B Twitter i IPOCTO IPHUITyCKaE, IO OTPUMAHE IIOBIAOMACHHA HAAXOAHTD BiA OaHKy. 3BUYaiHO,
dirrepu poOAATH BCE MOKAUBE, 00 HE BUKAHKATH ’KOAHUX ITA03p. Pirlrepu BUKOPUCTOBYIOTh
Twitter, 11100 BuAaBaTH cebe 3a KOKeH BeAnKHi Oank Beaunkoi bpuranii. Pamire moaibmi ataku
3acrocoByBaAucsi A0 kKopucryBauiB PayPal. 3a aAammvuy kommanil, (immmHr y coltaAbHHX
Mepesxkax 3pic Oiabmm ik Ha 100% y 2-3 xBapTasax 2020 poxy.

Odiritiai OOAIKOBI 3aIIMCH YAaCTO MArOTh OIAf CBOrO IMEHI CHHIO IIO3HAYKY «TAAOYKA».
Sxmo mHi, BuKOHaWTE KOpOTKHMH momyk y Twitter, mo0 modaduTH, 94U 3’ABAAIOTHCA IHIII
OOAIKOBI 3aITHCH, 1 AKIIIO BOHU 3’ ABAAFOTHCA, YBAKHO OIIIHITH KOKEH 13 HUX Ta BIACIHTE IIAPOOKM.

€anna mmaardopma AAA 3aXHCTy HHUMPOBHUX Ta COMIAABHUX KaHAAIB 11e maardopma SaaS
Cyber SafeGuard i3 Immpoknm OXOIACHHAM KaHAAIB (COIAaAbHI MeAia, MOOIABHI AOAATKH,
Mepe:xl CIIBIIpaAIll, Mara3mHu AOAATKIB TOIIO), BAOCKOHAACHHMH AATOPUTMAMH IIITYIHOI'O
IHTEAEKTY Ta MAIIMHHIM HABYAHHAM OyAa pO3pOOAECHA AASl BUABACHHSA 3arpo3 Y BCIX MU(POBUX
KAHAAAX, II[0 HAACKATH OPraHI3alil Ta 3aXHUIATHCA BIA HUX.

3a AOIIOMOTOIO 1€l TTAATOPMHE MOKAUBO IIOCTABUTH HA KAPAHTHH IITKIAAUBE IIPOTPaAMHE
3abe3medeHH A, cram Ta (PIIUHT, AKI MAIOTh Micre y IudpOBUX Ta COLIAABHHX OOAIKOBHX
3AIIMCAX 1 BUKOPUCTOBYIOTBCA AAf OTPUMAHHA AOCTYIy AO opranizarii. Hapaerscsa MomxanBicTh
3AXHCTHTH OOAIKOBI 3aIIMCH BIA 3AOMY OOAIKOBHX AaHHX. AAe, HAHTroAOBHimre, maatrdopma
aAAIITOBAHA AO HOBUX PHU3HKIB.

[ykaro4n pirreHHA AAA MiHIMI3AII] PH3UKIB y COLIAABHUX MEPEKAX, OPraHi3arlii ITOBHHHI
ITAM ITATH PO KOH(IACHIIFHICTD IIPAIIBHUKIB.

IcuyroTs TexHoAOrM, IMOAITHKA Ta PIIIEHHA AASl MOHITOPHHIY, fKi MOXKYTh AOIIOMOITH
3aXHCTHTH BIA COIIAABPHUX Ta INU(POBUX PU3HKIB, AA€ JKOAHA 3 HUX HE € BCECOCHKHOIO, ACAKI
HeedEKTUBHI, a ACIKI HE MOXKYTh MACIITAOYBATHCA — BOHH IIPOCTO HE MOXKYTh OOPOOHUTH BCIO
idopMarirfo Ta poOOYME IIPOIEC YCIX COLIAABHHX 1 ITU(POBUX KAHAAIB, AKI HAAEKATDH
OpraHiszarii Ta He MOKyTbh HETaltHO BKHBATH 3aXOAIB AAfl IIPUAYIIIEHHSA KOKHOTO PU3HKY 3TIAHO
13 3a3AAACTIAD HAAAIIITOBAHUMH IIPAaBHAAMHI.

XakepchKi aTaKu BIAOYBAIOTBCA B PEKHUMI PEAABHOIO YaCy, TOMY iX HEOOXIAHO 3yITHMHATH Y
pexumi peasbHoro yacy (How do you protect digital channels from cyber threats?, 2018). Haiibiabrma
KiABKicTh maxparicekux atak — y CIIIA Ta Kurai. Biasrme 21% defikoBux akayHTiB, HaIliACHIX
Ha OHAAWH Ta PiHAHCOBI TOCAYTH, TOXOAATH 13 CIIIA, a 17% — 3 Kuraro. V arakax, HariaeHnux
Ha IIBHIYHOAMEPHKAHCHKI OHAAHH-cepBicH, Oiabie 45% mamaaiB Oyao 3aiticueno B CIIIA.
[likaBo, 1110 3A0YMHHI TPYIIA 3aAYYAOTh PI3HUX ITOCTA9aABHHUKIB XMAPHHX ITOCAYT 3aAEKHO BIA
araxn. [Ilaxpai, HariaeHi Ha comiaAbHi ITAAT(OPMH, 3HAYHOIO MIPOIO BUKOPHUCTOBYIOTH BEO-
CAYKOHM Amazon, TOAlL AK ITaxpadM, HAIIACHHM Ha MOOIABHI AOAATKU T2 (DIHAHCOBI ITIOCAYTH,
BiaAarOTh ITepeBary DigitalOcean.

CroopAMHOBaHI aTaku BIAOYBAIOTBCA IPYIOIO INAXPAWCHKUX OOAIKOBUX — 3aIIHCIB,
KOHTPOABOBAHUX OAHHM 1 THM 3AOBMUCHHKOM IIPEACTABAAIOTH OIABIIICTD ITAXPANCHKUX Al K
y comiaAbHHX HAaT(OpPMAX, TaK 1 y piHaHCOBUX CAyKOax (Puc. 5).

Biapme 90% peecrparii pefikoBUX akayHTIB y COIUAABHHX ITAAT(OpPMAx IIOB’A3aHI 3
CKOOPAMHOBAHHMU aTakamu, y dinancoBomy cektopi Oiabmre 40% 1maxpaiictBa 3 AOAATKAMU

IIOXOAHUTDH BiA CKOOpAI/IHOBaHI/IX aTaK.



Xoua OIABIIICTD IIAXPANHCHKUX ATAK TPAIAAECTHCA MEHIIIC HIK YEPE3 ACHD ITICAS CTBOPEHHSA
OOAIKOBHX 3aITHCIB, ACAKI aKAYHTU “‘CITAABHUX KAITHH MOJKYTh YEKATH MICALAMU 200 POKAMH,
IIEPII HIK iX BUKOPUCTOBYBATH. B cepeAHbOMY IT1axpaiichki akayHTH IHKYOYVIOTBCA 35 AHIB IIEpeA
araxoxo (For some clond services more than 75% of accounts are utilized by hackers, 2018).

Kosxen xmMapHHIT cepBic Ma€ BAACHUH HAOIP IHCTPYMEHTIB, AO3BOAIB, POPMATY HKypHAAY T
iTepdeiicy, o poOUTh OE3IEKy HOBOIO IIPOOAEMOIO AAfA KOMKHOI Iporpamu. Bamamso
3BEPHYTHU yBary Ha BIAMIHHOCTI MIK XMApHHMHU CEPBICAMHU Ta BUOPATH IIPABUABHUN, BUXOAAIH
3 Bammx 1oTped. [lepexonaiitecs, IO B 3aB/KAHM MOKETE CKAa3aTH, XTO 1 3 AKOI HPHYMHHI
OTPHUMYE AOCTYII AO BaIIuX KOH(MIACHIIHHUX AAHHUX, 1 IO KOMKEH AOCTYII HAAXOAHTH 13

3aKOHHOTO AJKEPCAaQ.

Kibepuraxpaiicmeo

B ocranni poxm, cBITOBHIT PHHOK XMAPHHUX IIOCAYT MA€ TEHACHIIIIO IOAO AMHAMIYHOIO
spocrarad Ha 20%. 3a mporrosamvu Aasumy, v 2022 pomi IT-mocayrm MOXKyTh CKAACTH
6Au3pKO $331 MAPA, a BIAITOBIAHO CBITOBI BUTpAaTH Ha IIYOAIYHI XMapHI CEpPBICH 3POCTYTh AO
2023 poxy Ao $500 mapA.

3pocTaHHA KIABKOCTI TPAaHCHAIIOHAABHUX KOPIIOPAIIl IIMOAO IIEPEMIIIEHHA AAHHX Y
ITyOAIYHI XMAaPH BIAIIOBIAAE AKTYAABHHUM ITHTAHHAM CbOrOAeHHA. HafimonyaspHirimm ciToBuM
TPEHAOM € 3aCTOCYBaHHA I'AOOAABHHX HyOAidHHX xMmap, Takux sk Google Cloud, Microsoft
Azure, Amazon Web Services.

3 arororo 2022 poxy cynyraukosuii inrepHer Starlink Bia kommanii SpaceX Iaona Macka
posmupus 30Hy mokpurta B Ykpaini. Kommamia SpaceX BcTaHOBHAA BiKE IIOHAA THCAIY
cynyTHUKIB AAA Starlink Ta IIpoaAoBiKye posmimproBaTa HIOKpHUTTA. 3araaoM SpaceX ITAaHye
BHBECTH HA4 HABKOAO3EMHY OpOiTy 12 THC. TAKHX CYIyTHHKIB, 2 IIOTIM AOBECTH IX KIABKICTH AO
30 Tuc.

barato mraxpaficbknx OOAIKOBHX 3aIIHCIB B OaHKAX BHAAASFOTBCA YEPE3 Te, IO BHHHUKAE
IIAO3pPa IIIOAO BIAMUBAHHSA Tporrrei Ta mmaxpatictsa. [{udpose cyciriabctBo He MOKe OE3IIEIHO
icayBaTH Oe3 HaalliHOI cucremu kibepOesmeku. LIopidHo BiAOyBa€TBCA AOCAIAKEHHSA PEHTHHIY
HAITIOHAABHOTO IHAEKCY KibepOe3Iteku, AKHUI AA€ MOMKAMBICTH BUMIPIOBATH TOTOBHICTH KpaiH
3aro0iraT Kibep3arposam i KepyBaTH HUMU.

3a parmmvu NCSI y 2021 pori Aiaepamu piBHA HAIIOHAABHOTO IHAEKCY KiOepOesIekn y cBiti
oyam: I'penia, Anrtsa, Beasrisa, Yexis, Ecronia, Himeaunma, [Topryraais, Icnania, IToasmma Ta
Omaaaaia (Liwocmpayia 6) (Hayionarviuil indexe kivepoesnexu, 2020). Ykpaina y 1boMy peHTHHTY
rociaa 24 micre i3 mokasaukom 75,31,V petitunry B3aau yaacrs 160 kpain csity. Heobxiamo
CKa3aTH, IO PIBEHb IIMPOBOIO PO3BUTKY Y KpaiHH CTaHOBUTE 55,95, 1110 € HiAbIIIe CepeAHBOTO
B YCbOMY CBITI.

Bia kiOep3soummiB, AKUIA € HAWITOIIMPEHIITUM 13 BHAIB EKOHOMIYHUX 3AOYHHIB,
rocTpamaano 0Ansbko 31% opramizariit B Vkpaini y 2021 por, Aki mpusBeAan A0 piHAHCOBUX
30MTKIB Ta IHIIINX HACAIAKIB.

bAnspko TpermHN YKpalHCBKUX OpraHi3amiil BKAa3yIOTb, IO IIOCTPAKAAAM BIA HACAIAKIB
IIKIAAUBOTO IIPOIPAMHOrO 3a0e3medeHHd, 38%0 yKpalHChKHX PECITOHACHTIB 3a3HAYHAM, ITIO IXH1
OpraHiszariii IOCTPAKAAAN BIA BUMAraHHS Y€PE3 BPAKECHHA IPOIPAMHHIM 3a0€3IIEICHHAM THITY

ransomware. Maiixe KokHa Tpers ykpaiHcbka kommania (31%) mae BIAIOBIAHI IIporpamMu



3aXHCTY BIA KiOeparak. AO OCHOBHHX BHAIB €KOHOMIYHHUX 3AOYMHIB Ta IAXPAFCTBa, BIA AKHX
IIOCTPAKAAAM KOMITaHI BHACAIAOK kibeparaxk y 2021 pormi, HaAsexarTp: HOpyIIEHHA OisHEC-
IIPOIIECIB, BUMAraHHA, IIOPYIICHHA IIPaB IHTEAEKTYAABHOI BAACHOCTI, aTaKH 3 IOAITHYHHUM
MOTHBOM, HE3aKOHHE IIPUBAACHEHHA MaliHa, 1HCAHAEPChKA TOPIIBAfA, IIaXpaiicTBO y cepi
3aKyHiBeAb Ta Hi (Lrwocmpayia 7).

HaiibiabImre kOMITaHI ITOCTPAKAAAK BiA KiOepaTakh, B KT OYAO 3aCTOCOBAHO IIKIAAWBE
IporpaMHe 3a0e3redeHHs. Takux komiranii B Ykpaini 35%, a y csitt 36% (Lrwocmpayia §). Bia
arax (piruary — B Ypaini mocrpakaasu 13% xomrmasift, y cBiti Matixe y Tpu pasu Oiasire 33%.
Aaal HAYTh CKaHYBAHHA MEPEKI, aTaka METOAOM IIADOPY MApOAIO, aTaka IIOCCPCAHHKA.
HeoOxiAHO 3ayBakuTH yBary Ha TaKOMY BaKAMBOMY MOMEHTI, IO OIABIIICT KOMIIAHIH He
XO4YyTb TOBOPHTH IIPO TaKl 3arpo3w, OO Iie BIAHBAE Ha IMIAK KOMITAHIN, iX
KOHKYPEHTOCIIPOMOKHICTD Ta IHO3EMHHX 1HBECTOPIB, 3 AKMMU BOHH IIPAIFOIOTh.

3aCTOCYBaHHA CYYaCHHX TEXHOAOTIH AAfl  320€3IIEYEHHA IIOCTIHOTO 3aXHCTy Ta
MOHITOPHHIY AAfl TPOTHAIl E€KOHOMIYHHM 3AOYHMHAM Ta IHAaxXpaiicTBy Ao3Boafe 49%
YKpPaiHChKHIM KOMIIAHIAAIM CTBOPIOBATH 3aXHCT CBOIX AaHHX, a 51% kommaHiii BKasyroTs, IO
3ACTOCYBAHHA TAKUX TEXHOAOI Aa€ IH(OPMAIIIO AASl BMKHBAHHA 3aXOAIB ITIOAO IIPOTHAIL
E€KOHOMIYHHUM 3AOYHHAM.

AO TEXHOAOTIN, fIKI BHKOPHCTOBYIOTBCA AAfl IIPOTHALl E€KOHOMIYHHM 3AOYHHAM 20O
IIAXPANCTBY HAACKATH: PEIYAATOPHA AHAAITHKA, IIEPEBIPKA KOHTPAKTIB 3 KAICHTAMH,
MOHITOPHHI KOMYHIKAIIH, ITOCTIHUI MOHITOPHHI, MOHITOPUHI €ACKTPOHHOI IIOIITH T2 1HIII
(Taba. 7).

AHAAIZYIOYH 3aTPO3H, AKI CTAAMCA BHACAIAOK KIOEpaTaK, HCOOXIAHO CKa3aTH 1 IIPO HASABHICTD
daxiBiiB y KoMITaHiAX AAA TPOTHAL kibeparakam. V 2021 pomi 6% kommasiii OpakyBao
BIAIOBIAHHX (DaxiBIiB, daxiBii 6% KOMIIaHIN ITOKAAAAAKCA HA 3aXHUCT 13 30BHIIIIHIX PeCypciB,
HOTPIOHICTE Y (DaxiBIIAX, AKI BOAOAIFOTh TAKHMMH TEXHOAOTIAAIMU CTAHOBHTE 37%0, HEOOXIAHICTD

IIPONTH HABYAHHA Ta INABUINHUTH KBaAlpIKaIito AAf 47%0 KOMITAHIH € aKTyaABHHM ITHTAHHAM.

HyaroBa AoBipa

ApXiTeKTypa HYABOBOI AOBIpH 0a3yeTbCA Ha IPHIYIIEHHI, IO KOAHIH CAYKOi, cepBepy,
POAL UM KAIEHTY Y BaIIlil Mepexi He MOKHA AOBIPATH. 3aBKAM ABIUI ITEpPEBIPANTE 3T HA
AOCTYII AO KOH(DIACHIIFHHUX AAHHX, 3aCTOCOByHTE OararodakTopHy ayreHTH]IKAIIFO,
BIACTE/KYHTE 3MIHM B IIOBEAIHINI Ta BIPOBAAKYHTE MOAEAb TIPHHIIUAIY HAHMEHIIIOTO
HIPUBiACHOBAHOTO. SIKITIO BH MOKeTe BUSHAYHTH, AK IIOBUHEH IIOBOAUTHCA KOMKEH KOPUCTYBAY,
1 AO AIKHX AAHHX BIH MA€ AOCTYII, BU 3HA€TE, K BIACTEKYBATH ITNX KOPUCTYBAYIB.

Kopucrysauis API (Application Programming Interface — e mabip coco6is 1 mpaBua
B3a€MOAIl Ta OOMIHY AaHUMHE MDK PI3HUMH IPOrpaMaMH) CAIA OOMEKHTH BIAITOBIAHO AO
IIPUCTPOIO-BUPOOHMKA, 2 TAKOMK BIACTEKYIOYH X MOACAI ITOBEAiHKH, a mpubisciioBani API
IIOBHHHI OOMEKYBATUCA AAfl POOOTH AHINE 3 BHYTpimHbOI Mepemxi kommamil. Haperrrri,
KOPHCTYBa4l IIOBHHHI IIOCTIITHO IIPOXOANTH ayTeHTHU(IKALIIO 32 AOTIOMOTOIO 0aratoakTopHOi
aprenrudikanii (MFA — mobyaoBanunii 13 oeAHAHHA (DISHYHUX, AOIIYHUX Ta OIOMETPHYIHIX
METOAIB IIEPEBIPKH) I Ta KOHTPOAIOBATH IX 3a AOIIOMOTOIO AHTHBIPYCHOTO HIPOIPaMHOTO

3a0e3IIevYeHHA.



BucnoBku

Takum 9uHOM, BUTIK OOAIKOBUX AQHUX MOXKE CTATHCA AE 3aBIOAHO, BIA 3AaMaHOTO
[IEPCOHAABHOTO KOMITIOTEpPa AO cepBepa 0a3 AaHHX. TOMy Ha KOMKHOMY KPOII AOCTYIY AO
cekperHOl iH(OpMaril KOPHCTyBa4eBi ITOTPIOHO aBTOPHU3YBATHCH. JSIKIO, HAIIPHKAAA,
BHKOPHCTOBYETHCA 30BHIIIIHA CAYKOa aBTOPHU3ALIIL, 1 11 CAYKOa Ma€ HAALFTHIE OOAIKOBII 3a1Irc
y BeO-Iporpami, Il BeO-IIporpamMa IOBHHHA 3a0€3IEUNTH, 100 HAAIMHHI OOAIKOBHIT 3aIImc
BHKOPHCTOBYBAaBCH CAYKOOIO, a HE AIOAMHOIO mocepeAunHi. KoAn BeO-cepBep 3amurye AOCTYI
AO cexkpeTHOT iHdOopMariii, BIH ITOBUHEH HAAXOAUTH 13 3aKOHHOTO IIOTOKY, 4 HE AHIIIE BIA KOIOCh
i3 000AOHKOIO Ha MarmuHi. PanroBa 3MiHa KIABKOCTI ITAKAIOYEHHX IIPHCTPOIB  abo
BuKopucTaHHA BUKAUKY API Moxe cBiAumMTH ITPO KOMIIPOMIC OOAIKOBHX AAHUX.

ITapoAi BUKOPHCTOBYIOTBCS Ha PI3HUX PIBHAX, BIA OIEPALIHUX CHCTEM AO IIPOIpam, a
TakoxkK iHpacTpykTypu. barato KopucryBadiB 3aImcyrOTh MapoOAb Ha Oymasi, B OAOKHOTAX, B
3aKAAAKAX Ta 30epiraroTsb OiAd KomIT roTepa. Beim BIAOMO fik ApaTye IoCTiiiHe BBEACHHSA IIAPOAIO.
I Mu 1mie AefiKHIT 9ac MATEMEMO ITAPOAL, aA€ 3 ACOM MU OYAEMO BUKOPHCTOBYBATH iX MEHIIIE.
Mu Bce 11e MaTHMEMO 1X y (POHOBOMY PEKUMI, 1 BOHH, HMOBIPHO, BUKOPHUCTOBYBATUMYTHCH K
pe3epBHHI METOA. AAE TEXHOAOTIA OE3MAPOABHOTO BXOAY, fAKA IATPUMYE aBTeHTH@IKAIIO HA
ocHOBI ceprudikaTiB Ta 3a0e3ledye OesledHe 30epiraHHA Ta KepyBaHHA ceprudikaTamu, fKi
IIpUB’A3aHI AO KOPHCTyBada Ta KOHKPETHOIO IIPUCTPOIO, BCE OiABIIE 3aBOHOByE IIpoctip. 3
TOYKH 30py Oesmekn, Oe3IMapOAbHA peaaisaris Ha OCHOBI ceprudikaTiB € Habararo
OE3IEYHINIOI0, HIK BHKOPUCTAHHA CTAHAAPTHUX OOAIKOBHX AAaHHX. 3 TOYKH 30Dy
KOH(MIACHIIIHHOCT], AaHI OYAyTh OIABII 3aXHINEHUMH, 1 OCKIABKH BCE OIABIIE IIPOIPam
HIATPUMYE OE3IAPOABHY TEXHOAOTIIO, OYAE BaKYE OTPUMATU AOCTYII AO OOAIKOBHX 3aIIHCIB

KOPHCTYBAYIB, IO BIIAUBATUME HA OE3IIEKY IIEPCOHAABHUX AAHHX.
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Iarocrpanis 8. Komnami, Aki mocTpaKAaAH BiA KiGepaTaku 13 3aCTOCYBAHHAM OAHI€] 13
TEXHOAOILH
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Tabaur 1. BukopucraHHsa Cy9aCHHX TEXHOAOLH AAS IIPOTHAIl EKOHOMIYHHM 3A0YHHAM 200

IIAXpPanCIBY

TexHOAOL B Vkpaiti (%) | v csiti (%)
PeryasTopHa aHaAITIIKA 33 38
[TepeBipka KOHTPAKTIB 3

KAIEHTAMI 30 25

MOHITOPHHI KOMVHIKAITH 27 31
TToCTIIHII MOHITOPHHLD 23 40
TecryBaHH:A TPaH3aKLIIT 23 33
ITpaxTidHe BHABACHHA 22 31

MOHITOPHHT eAeKTPOHHO! ITOIIITH 20 40
OOpOOKa BEAHKIIX MACHBIB AQHIX 20 21
3aAVUEHHA CIIEINIAAICTIB 3 AHAAIY

— AAHHIX ‘ 19 17

BuaBAeHHA CXeM ITOBEAIHKII 17 22
MOHITOPHHT AAf YIIPABAIHHA

PU3HKAME 16 28

BisyaaizaIrisa AaHHX 13 28

BuABAeHHS aHOMAAIIT 13 30

I ITyYHHUIT IHTEAEKT 9 11
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